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Information for Applicants: How we use and protect your personal 

information 
 

Introduction 

 

We recognise that when you apply for a job with us, you will be supplying us with a lot of 

information about yourself.  We have to process that data in order to run a fair and effective 

selection process.   We recognise the importance of protecting that data and ensuring that it is 

only shared with those people involved in the recruitment procedure.  We take very seriously the 

need to protect children and young people, and consequently incorporate safer recruitment 

practices into our procedure.  Some posts require a DBS check to be undertaken, and for these we 

require additional information in order to consider your application. 

 

What information do we collect about you? 

 

The organisation collects a range of information about you. This includes:  

• Title, 

• Name, 

• Address,  

• Contact details,  

• Employment and work experience history,  

• Skills  

• Salary 

• Education and Qualifications, including dates 

• References 

• Whether or not you have a disability for which the organisation needs to make reasonable 

adjustments during the recruitment process   

• Information about your entitlement to work in the UK;  

• Disclose of criminal and child protection matters (Where applicable)  

• Driving details (where applicable)  

• Equal opportunities monitoring information, including information about your ethnic origin, 

sexual orientation, health, and religion or belief 

 

The organisation collects this information in a variety of ways. For example, data might be 

contained in application forms, obtained from your passport or other identity documents, or 

collected through interviews or other forms of assessment. 
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Octavo Partnership will also collect personal data about you from third parties, such as references 

supplied by former employers and information from Disclosure Barring Service. The organisation 

will normally only seek references once a job offer has been made, and you will need to consent to 

this on our application form.  For posts where a DBS is required, we follow safer recruitment 

practice, which is to seek references on all short listed candidates.  Your consent to this is included 

in the application form.  DBS checks are only carried out once a conditional offer of employment 

has been made.    

 

Why does Octavo process personal data? 

 

The organisation needs to process data to take steps at your request prior to entering into a 

contract with you.  

 

In some case, Octavo needs to process data to ensure that it is complying with its legal obligations. 

For example, we are required to check a successful applicant's eligibility to work in the UK before 

employment starts. 

 

Octavo has a legitimate interest in processing personal data during the recruitment process and 

for keeping records of the process. Processing data from job applicants allows the organisation to 

manage the recruitment process, assess and confirm a candidate's suitability for employment and 

decide to whom to offer a job. The organisation may also need to process data from job applicants 

to respond to and defend against legal claims.  We have considered whether or not those interests 

are overridden by the rights and freedoms of job applicants and have concluded that they are not. 

Octavo Partnership processes health information so that if necessary we can make reasonable 

adjustments to the recruitment process for candidates who have a disability. This is to carry out its 

responsibilities and exercise specific rights in relation to employment. Octavo processes other 

special categories of data, such as information about ethnic origin, sexual orientation, health, 

religion or belief, age, gender or marital status, this is done for the purposes of equal opportunities 

monitoring with the explicit consent of job applicants, which can be withdrawn at any time. 

For some roles, Octavo is obliged to seek information about criminal convictions and offences. 

Where Octavo seeks this information, it does so because it is necessary for it to carry out its 

obligations and exercise specific rights in relation to employment. 

We may ask a successful applicant to undertake a pre employment health questionnaire, and this 

is undertaken via our third party occupational health provider. 

The organisation will not use your data for any purpose other than the recruitment exercise for 

which you have applied. 
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Criminal Record Checks 

 

If you are successful for a post that requires a DBS check, we will carry this out via our Umbrella 

Body which is Croydon Council.  Octavo is licensed through the council to use the on-line E-DBS 

system to complete these pre-employment checks. The specific data the E-DBS system requires for 

each application is provided by the employee in the form of original documentation shown to Octavo 

HR staff at the time the application is entered on to the system. The ensuing Disclosure certificate is 

sent directly the employee who is required to show this to Octavo. The issue date and unique 

certificate reference number are the only details retained by Octavo on its electronic establishment 

record which is accessible by HR staff.    

 

If we receive criminal conviction information about you via the E-DBS checking process, we will use 

this to decide if we can proceed with your appointment. Whatever the outcome, we will retain the 

data and details of the considerations that were made, in a secure file to protect our future legitimate 

business interests. This is line with statutory guidance about safer recruitment. 

 

How we protect your data 

 

Octavo takes the security of your data seriously.  We have internal policies and controls in place to 

ensure that your data is not lost, accidentally destroyed, misused or disclosed, and is not accessed 

except by our employees in the proper performance of their duties. 

 

Octavo utilises and expands on the National Cyber Security Centre (NCSC) Cyber Essentials 

Framework to secure our data.. Data is protected by firewalls, local and domain passwords or 

personal identification numbers. All mobile devices are encrypted. Octavo limit the access to data 

by applying network policies using Microsoft Windows Active Directory, Microsoft 365 Security and 

Compliance or an appropriate mobile device management system solution. All Microsoft Windows 

devices are protected with anti-virus software which is updated regularly. This protection includes 

potential unwanted applications (PUA) and malware. All Microsoft Windows devices are configured 

to regularly download operating and application updates. All data stored on Octavo servers is 

backed up daily to a secure remote off-site backup service. 

 

We will also make hard copies of your information, and this will be held (and subsequently 

destroyed) confidentially. 

 

The organisation will not transfer your data outside the European Economic Area. 

 

Our recruitment processes are not based solely on automated decision making. 
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Where we store your data and who will see it 

 

Your application form, equalities information, and, if you have applied for a post that requires a 

DBS check, your self-disclosure form and references will be stored electronically in a folder 

accessible by the HR team.  

 

Your application form and personal statement will be shared electronically with the selection 

panel, and they may make hard copies of them.   If you have applied for a post that requires a DBS 

check, your self-disclosure form and references will be made available to the panel members in 

electronic and/or hard copy formats after you have been shortlisted.  

 

As part of the selection process, the panel will make hard copy/electronic notes with regard to 

their shortlisting decisions, and during any interviews and/or selection exercises.  They will retain 

those documents in line with our retention statement below.   

 

How long we keep your data 

 

If you are successful, all the data gathered in the recruitment process will be transferred to your 

personnel file, and retained during the time of your employment. We will send you a full privacy 

notice describing the data Octavo keeps for all its employees. 

 

If you are unsuccessful, we will destroy all the recruitment and selection data about you after a 

maximum period of 9 months.  We keep the data for this long in case Octavo needs to respond to 

any challenges to the process.  The only exception to this would occur were we to fill a post with a 

migrant worker, in which case, we will retain the recruitment paperwork for the duration of the 

employment of the migrant worker.  This is a statutory requirement under UKVA legislation. 

 

Your rights in relation to the data Octavo holds about you 

As a data subject, you have a number of rights. You can: 

• access and obtain a copy of your data on request; 

• require the organisation to change incorrect or incomplete data; 

• require the organisation to delete or stop processing your data, for example where the 

data is no longer necessary for the purposes of processing; 

• object to the processing of your data where the organisation is relying on its legitimate 

interests as the legal ground for processing; and 

• ask the organisation to stop processing data for a period if data is inaccurate or there is a 

dispute about whether or not your interests override the organisation's legitimate grounds 

for processing data. 
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If you would like to exercise any of these rights, please contact the HR section via 

careers@octavopartnership.org.  

If you believe that the organisation has not complied with your data protection rights, you can 

complain to the Information Commissioner https://ico.org.uk/  

What if you do not provide personal data? 

You are under no statutory or contractual obligation to provide data to the organisation during the 

recruitment process. However, if you do not provide the information, the organisation may not be 

able to process your application properly or at all. 

You are under no obligation to provide information for equal opportunities monitoring purposes 

and there are no consequences for your application if you choose not to provide such information. 
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